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This Privacy Notice has been created for the purpose of informing Early Stage Researcher (ESR) applicants (“you”) 
of the processing of personal data as a part of and in relation to the selection process for ESRs in the “A network 
for dynamic Wearable Applications with pRivacy constraints”, in short, “A-WEAR”. A-WEAR is funded 
by the European Union's Horizon2020 research and innovation programme under the Marie Skłodowska Curie grant 
agreement No. 813278. 
 
Please note that this privacy note may be amended form time to time to reflect the processing activities within A-
WEAR. The current version of this notice is available online at: 

https://a-wear.uji.es/online-platform/documents/privacy_notice.pdf 
 

Change log Ver. Date 
Published 1.0 2018-12-18 
   

 

1. Data Controllers 

1) TTY Foundation sr, operating as Tampere University of Technology (”TUT”) 
VAT number FI22861063, from January 1st 2019 onwards (merger) 
Tampere University Foundation sr, VAT number FI28445618, 
 
and 
 

2) Universitat Jaume I De Castellon (”UJI”) 
VAT number ESQ6250003H  

 
TUT and UJI determine jointly the purposes and means of processing personal data, and therefore act as joint con-
trollers as set forth in Artilcle 26 of the EU General Data Protection Regulation (EU 2016/679). 

2. Contact person 

If you need information regarding the processing of your personal data during and in relation to A-WEAR ESR appli-
cation and recruitment process, you can contact technical.a-wear@tut.fi. 
 
You may access review the information you have entered into the recruitment system by logging in to the portal at 
https://a-wear.uji.es/online-application/candidates/.  

3. Contact information of the Data Protection Officer (not applicable to student-conducted research) 

TUT: 
Until December 31st 2018: dpo@tut.fi 
From January 1st 2019: dpo@tuni.fi 
 
UJI: 
protecciondatos@uji.es 

4. Purpose of processing personal data  
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In order to submit an application for one of the Early Stage Researcher (ESR) positions within the MSCA EJD A-
WEAR, you need to register as an applicant using a recruitment tool hosted by UJI (Universitat Jaume I, Spain; a 
Beneficiary of the A-WEAR action). Registration requires you to provide a user-defined email address and password. 
After registration, you will be able fulfill the ESR recruitment application, which generally requires you to input your 
personal information such as email, name, birthday, address, gender, uploaded pictures, CV, and other information 
you deem relevant for the application. 
 
Your personal data is processed for the main purpose of managing and carrying out the ESR application and selection 
process for the A-WEAR program. The legitimate basis for processing your personal data for this purpose is prepa-
ration for concluding a contract with you (Art. 6.1.(b) of the GDPR). Note that for an EU-funded project, it may be 
required that the joint controllers collect and report application statistics to the funding authority. Insofar as application 
statistics are collected and reported for the purposes of implementing and monitoring fulfilment of A-WEAR research 
objectives, the legitimate basis of processing is performance of a task carried out in the public interest (art. 6.1.(e)). 
 
Additionally, your email address might be used to send you information about other related PhD open-positions, as 
well as A-WEAR news. the legitimate basis of processing is performance of a task carried out in the public interest 
(art. 6.1.(e) of the GDPR). We believe that the information we may send you would be of value to you, as you have 
a prior connection to A-WEAR actions. Note that if you do not wish to receive newsletters, you can simply click the 
“opt-out” button included in every A-WEAR newsletter, or contact technical.a-wear@tut.fi. 

5. What personal data is collected? 

For the purposes of managing and carrying out the ESR application and selection process: 
- Name 
- Registration details (username and password in order to authenticate you when you sign in) 
- Contact details (email, phone number, address) 
- Gender details (for the purposes of monitoring and reporting gender equality) 
- Pictures (if uploaded by you) 
- Education and work history details (as input into the system or as uploaded as scans/images by you)  
- Referrals and recommendations (as input into the system or as uploaded as scans/images by you) 
- Application details (such as your motivations, competences, expertise, interests, as well as application reviews). 
 
For the purposes of informing you of other related PhD positions, as well as of A-WEAR news: 
- Name 
- Contact details (email) 
If you do not wish to receive newsletters, you can simply click the “opt-out” button included in every A-WEAR news-
letter, or contact technical.a-wear@tut.fi. 

6. Sources of personal data 

The personal data will be collected from you (the “data subject”), either as input by you directly into the application 
system, or as uploaded by you as separate files into the application system. 

7. Transfer or disclosure of data to external parties 

Access to the personal data may be given to other Beneficiaries of the A-WEAR project for the purposes of managing 
and carrying out the ESR application and selection process for the A-WEAR program. 
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UJI will grant access to the data stored on UJI servers via password-protected accounts through a secure (https) 
connection. Access to the data is limited to only those parties who have a need to access the data in order to fulfill 
the purposes set forth above in chapter 4.  
 
Any external parties are required to sign, where applicable, a separate data protection agreement (DPA), that sets 
forth the rights and obligations of that external party with respect to processing the personal data. 

8. Transfer or disclosure of data outside the EU/EEA 

The registration system is hosted by UJI in Spain (EU). Your personal data stored will not be transferred to a country 
or an international organisation that is located outside the EU/EEA by the Data Controllers. Note, however, that the 
registration and application portals are accessible to you outside the EU/EEA. By accessing the portal(s), or by up-
loading material to, or downloading material from, the portal, outside the EU/EAA, the Data Controllers cannot guar-
antee an adequate level of security for your personal data as stipulated in the GDPR. 

9. Automated decision-making 

Decisions will not be made by automated means.  

10. Principles of data protection 

The information you input is hosted by UJI on servers located in EU. The security of your information is ensured by 
limiting access rights to the information to only those users who have a need, based on their respective roles in the 
project and application process, to have permission to access the data. Dedicated information security measures are 
implemented to protect the safety and integrity of the data and to prevent data leakage. The database is stored in an 
encrypted and secured MySQL dataset; the documents are uploaded by the candidates as PDF files. Backups will be 
stored in encrypted zip files. Access to data is secured by https connection. Manual material will not be collected. 

11. Processing of personal data after the research project has been concluded 

The data will be stored in the on-line tool until 31.12.2022. After 31.12.2022, two backup copies will be stored for 
possible further project audits from the European Commission. Data will not be used for contact or announcement 
purposes after 31.12.2022. In 31.12.2027, all backup files will be permanently removed. 

12. Data subjects’ rights 

You have the following rights, if not provided otherwise for in the GDPR or other applicable legislation: 
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- Right of access 
o Data subjects are entitled to find out what information the University holds about them or to receive 

confirmation that their personal data is not processed by the University. 
 
- Right to rectification 

o Data subjects have the right to have any incorrect, inaccurate or incomplete personal details held by the 
University revised or supplemented without undue delay. In addition, data subjects are entitled to have 
any unnecessary personal data deleted from the University’s systems. 

 
- Right to erasure 

o In exceptional circumstances, data subjects have the right to have their personal data erased from the 
Data Controller’s records (‘right to be forgotten’). 

 
- Right to restrict processing: 

o In certain circumstances, data subjects have the right to request the University to restrict processing 
their personal data until the accuracy of their data, or the basis for processing their data, has been 
appropriately reviewed and potentially revised or supplemented. 
 

- Right to object 
o In certain circumstances, data subjects may at any time object to the processing of their personal data 

for compelling personal reasons. 
 
- Right to data portability 

o Data subjects have the right to obtain a copy of the personal data that they have submitted to the Uni-
versity in a commonly used, machine-readable format and transfer the data to another Data Controller. 

 
- Right to lodge a complaint with a supervisory authority 

o Data subjects have the right to lodge a complaint with a supervisory authority in their permanent place 
of residence or place of work, if they consider the processing of their personal data to violate the provi-
sions of the GDPR (EU 2016/679). In addition, data subjects may follow other administrative procedures 
to appeal against a decision made by a supervisory authority or seek a judicial remedy. 
 
Contact information for Finland: 

 
Office of the Data Protection Ombudsman 
Street address: Ratapihantie 9, 6th floor, 00520 Helsinki, Finland 
Postal address: PO Box 800, FI-00521 Helsinki, Finland 
Switchboard: tel. +358 29 56 66700 
Fax: +358 29 56 66735 
Email address: tietosuoja@om.fi 
 
Contact information for Spain: 
 
Agencia Española de Protección de Datos 
Address: C/ Jorge Juan, 6. 28001 – Madrid 
Telephone: 901 100 099 - 912 663 517 
WWW: https://www.aepd.es/  
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The Data Controllers follow GDPR-compliant procedures for responding to subject data subject access requests. Data 
subject access requests and other requests relating to use of data subject rights (Chapter II of the GDPR) shall be 
forwarded to technical.a-wear@tut.fi. Please note that under the GDPR, TUT as data controller is required to use all 
reasonable measures to verify the identity of a data subject who requests access to the personal data, in particular in 
the context of online services and online identifiers. Therefore, you will be required to establish your identity, either 
via submitting a copy of your passport or other identification documentation, via control questions, or otherwise. 
 
 


